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Abstract. In IoT-based technology solutions, there exist several tools for establishing connection with 
sensors and maintaining the flow of data between them. One of the commonly used solutions in IoT 
systems for sending and receiving data between connected devices is the Message Queuing Telemetry 
Transport (MQTT). This communication protocol features a lightweight data transfer mechanism and can 
be used by the devices with low processing power and memory. In this paper, we propose an 
experimental model of an IoT-built water monitoring network based on ESP32 module to conduct an 
evaluation of reliability and communication properties of the MQTT communication protocol at different 
transmission rates. In this system, an ultrasonic sensor is incorporated into the ESP32-based device for 
collecting information about the level of water and its subsequent transfer via the MQTT communication 
protocol. The evaluation of the system will be conducted based on several parameters, such as average 
delay, availability, average throughput, average packet loss ratio (PLR), average packet delivery ratio 
(PDR), and sensor reliability. Several transmission rates will be considered in order to evaluate their 
influence on communication process and system reliability. According to the experimental results, higher 
transmission rates increase throughput, and packet loss ratio but decrease latency, packet delivery, 
availability, and accuracy of measurements. At the lowest transmission rate, the system achieves 99% 
availability and maintains packet delivery with low packet loss. 

 
Keywords: Internet of Things (IoT) Communication, Latency, Throughput, Packet loss, and Message 
Queuing Telemetry Transport (MQTT) Protocol. 
 
1. INTRODUCTION  

Technology known as Internet of Things (IoT) has become an important technology of communication 
for interconnected sensors network, thus allowing different devices to communicate. IoT offers a 
medium for various applications such as smart houses, smart transport, agriculture, and automated 
systems. With an increase in the number of devices that are becoming interconnected through IoT 
platforms, IoT applications need communication technologies that will allow them to maintain constant 
connectivity while at the same time providing low average delay and acceptable average throughput and 
availability. Messages Queueing Telemetries Transports (MQTT) which is a type of communication 
protocol that has been specifically developed for the purpose of communication in the IoT environment. 
It follows the model of publish/subscribe where a publisher sends information to the broker and 
subscribers receive the information from the broker. This model of communication simplifies the 
communication process and allows information to be exchanged efficiently among the distributed 
devices [3]. Moreover, MQTT uses a relatively lightweight communication structure and needs relatively 
low amounts of computational and networking resources making it a good protocol for communicating in 
environments that have constrained resources [4]. It provides different types of communication options 
such as one-to-one and many-to-many communication [5]. Previous investigations have examined MQTT 
from several perspectives, particularly in relation to broker performance, communication efficiency, 
reliability, security, and interoperability. A comparative evaluation of MQTT brokers reported that 
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Mosquitto provided favorable results regarding latency and CPU utilization when compared with 
Bevywise, ActiveMQ, HiveMQ, and EMQX [6]. Another study introduced a systematic approach for 
classifying and assessing IoT brokers, combining a conceptual framework with middleware development 
and practical implementation for smart environments [7]. The paper also stresses the importance of 
improving the performance of brokers and developing the means for achieving interoperability between 
different broker architectures. Besides, security-oriented literature has paid attention to the MQTT-based 
architectures and utilized broker collaboration and interest-based data delivery to increase the 
optimization and protection of connection into IoTs systems [8]. Also, a publish/subscribe architecture 
based on MQTT has been experimentally tested and showed reliability of more than 96%, as well as 
communication delays less than 300 ms [9]. Comparative studies between MQTT and CoAP have 
explored the communication features of the two protocols and found MQTT more appropriate for IoT 
scenarios with several devices interconnected [10]. Moreover, blockchain technology has been 
integrated into the IoT sensor systems based on MQTT to develop forensics and protect from digital 
attacks [11]. MQTT has also been used in the communication architecture of smart-factories to provide 
the interaction between equipment using heterogeneous industrial communication technologies [12]. In 
addition, performance studies of MQTT have included critical issues, such as communication delay and 
energy consumption, and found MQTT having a lower delay compared to QUIC [13]. Comparative 
research on real-time IoT communication protocols has included MQTT together with RTPS, HTTP, and 
AMQP and found that in case of message delivery MQTT may be more advantageous compared to 
others due to short messages [14], [15]. Finally, MQTT-based load-testing tools have been developed to 
explore the behavior of the system under intensive IoT data traffic and are implemented for graphic and 
text-based operating systems [16]. While all the research works above have revealed the applicability of 
MQTT in a wide range of IoT application contexts, a detailed evaluation of the reliability of 
communication at different data transmission rates still needs to be conducted, especially for water-level 
monitoring applications. Therefore, in this paper, an IoT water monitoring prototype based on ESP32 is 
developed, and the experiment concerning the communication reliability of the device with the use of 
MQTT is conducted. The assessment will be performed according to such criteria as average delay, 
availability, average throughput, average PLR, average PDR, and sensor reliability at different data 
transfer ratios. This work seeks to determine the impact of different transmission rates on the 
communication process and to identify the optimal conditions for communication in the case of water-
level monitoring. The main novelty of this research is that it provides an integrated experimental study 
of MQTT communication in ESP32-based system, paying special attention to the effect of the 
transmission rate on several communication reliability criteria. The rest of this paper is structured in the 
following manner. The second section explains the ESP32-powered water monitoring system and the 
chosen evaluation process. The results of our experiments are reported in the third section of the work. 
Finally, Section 4 offers conclusions from this research. 
 
2. METHODOLOGY 
2.1. Monitor System Design 
The designed IoT-based water monitoring system seeks to establish the effectiveness of data transfer 
under different conditions of data transfer. Both hardware and software elements have been used to 
implement the prototype as well as analyze its communication capability. The complete system 
architecture has been designed using an ultrasonic sensor, an ESP32-based NodeMCU board, MQTT 
broker, and a Node-RED program. In this setup, the ESP32-based board acts as the publisher whereas 
the Node-RED acts as the subscriber. The MQTT broker offers the middle level for communication that 
receives and forwards the data from the publisher to the subscriber. 
An ultrasonic sensor has been embedded within the prototype for data collection about the water level. 
These types of sensors offer an economical approach to sensing, and they work under various 
conditions, which may include changes in pressure and temperature [17]. While working, the sensor 
measures the level of the liquid, and the measurement information is transmit to the ESP32 NodeMCU. 
The ESP32 is considered a MCUSoC platform because it incorporates wireless communication capabilities 
like Wi-Fi and Bluetooth [18]. Cost effectiveness, energy efficiency, and computational features are 
some of the reasons why the ESP32 has been adopted in IoT projects [19]. Figure 2 illustrates the 
physical setup between the ultrasonic sensor and ESP32 NodeMCU. For communicating purposes, the 
ESP32 NodeMCU board is attached to the Wi-Fi modem. When a wireless connection is established, data 
obtained from the ultrasonic sensor is sent from the ESP32 to the MQTT broker using the network. 
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Then, the MQTT broker organizes the messages published and delivers them to the subscribing 
application. In such a way, communication is enabled that allows transmitting the measurement results 
from the sensor to the monitoring interface via the publish-subscribe protocol. The Node-RED software 
acts as the subscribing application to build up the monitoring interface. It is a visual programming 
environment that facilitates connections between equipment hardware, online platforms, and software 
development connections, while also supporting application development and workflow automation 
[20]–[22]. Its capabilities make it suitable for IoT applications involving device communication, sensor-
data collection, processing, and monitoring. 
Figure 3 clearly depicts that the entire process starts when the ultrasonic sensor measures the level of 
the liquid in a water tank. The measurements are then delivered to the ESP32 Node-MCU, which 
publishes the generated data through MQTT mediator. The mediator transfers messages into Node-RED 
subscriber, where received information can be monitored and analyzed. This architecture defines the 
channel used for communication in evaluating the chosen performance indicators of the IoT-based water 
monitoring system. 

 
Figure 1. Overall Architecture about the planned IoT-Based Level surveillance structure 

 

 
Figure 2. Hardware Interface between the Mini ESP32 and HC-SR04 Ultrasonic Sensor 

 

 
Figure 3. IoT-Based Data Collection, Transmission, and performance Analysis Architecture 

2.2. Parameters for performance evaluation 
The proposed system is tested with a set of communication and sensing parameters in order to describe 
its performance characteristics. The six factors that have been chosen for investigation include average 
delay, average throughput, availability, average PLR, average PDR, and sensor reliability. This set of 
performance parameters is used to estimate effectiveness of the process of data transmission and the 
accuracy of the water level measuring carried out by the monitoring system. The definitions and 
computation procedures of each parameter are presented below. 
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2.2.1. End to End Delay (Latency) 
Latency is the time period connected with delivery of data across the communication channel and is one 
of the performance measures of the system under investigation. For the proposed system, latency 
implies the time that takes place during transmitting the data packet from producer to the follower. Low 
average delay means quick delivery from sensor data via the communication channel. In this research, 
the latency is computed depending on the relation between packet size and bandwidth used for 
transmitting the data. The computation procedure is presented in (1) [23]. 

𝐿𝑎𝑡𝑒𝑛𝑐𝑦 =
L

B
                               (1) 

Where: L: is packet length size (bits), and B: is used bandwidth (bits/s) 
2.2.2. Average Throughput 
Average Throughput is an indicator of the data processing ability of the suggested communication 
system. It reflects the amount of data that can be transferred or processed during a certain time 
interval, thereby reflecting the effectiveness of data transfer. This parameter allows analyzing the 
behavior of the system in case of alteration of the volume or number of transmitted messages. The 
larger the throughput, the larger the volume of the data transmitted during the certain time interval. In 
the suggested system, average data rate is estimated in bytes of second also depends on the ratio of 
the volume of the transferred data and the time needed for their transfer. It is calculated according to 
(2). 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
D

T
            (2) 

Where; D: is quantity of data transferred in bytes, and B: is Time taken for transfer in seconds 
2.2.3. Packet Loss Ratio 
Packet Loss Ratio (PLR) is adopted to estimate the percentage of packets that are not able to be 
delivered to their destinations. This metric shows how effective and reliable the connection is under 
different transmission conditions. The lower PLR means the lower percentage of lost data and, hence, 
the higher efficiency of delivery. In our research work, PLR is presented in percent form, and it is 
calculated as the ratio between transmitted and received packets. It is shown in (3) [24], [25]. 

𝑃𝐿𝑅% = (1 −  
𝑃𝑅

𝑃𝑆
) 𝑋 100                        (3) 

Where:𝑃𝑅 number of packets sent, and  𝑃𝑆  number of packets received. 

2.2.4. Packet Delivery Ratio 
The Packet Delivery Ratio (PDR) refers to the ratio of successfully delivered packets to the total 
transmitted packets. These metric acts as an important measure of assessing the efficiency of 
information transfer between the ESP32 sender and receiver. The higher the value of PDR, the higher 
will be the number of generated messages reaching the target node. In the suggested model, PDR is 
calculated in terms of the percentage of the packets successfully received to the total transmitted 
packets, as shown in equation (4) [25], [26]. 

𝑃𝐷𝑅% = ( 
𝑃𝑅

𝑃𝑆
) 𝑋 100                        (4) 

Where:𝑃𝑅 number of packages received successfully, and  𝑃𝑆  total number of packets sent. 

2.2.5. Communication Availability 
Availability is an attribute that shows the level of functioning of the communication system and its ability 
to perform the desired function in the considered observation period. Availability in the IoT monitoring 
framework is characterized by the share of information that successfully passes through the 
communication system. The result will be given in percentage form and will be calculated based on the 
ratio of total packets transmitted and the total packets (both transmitted and lost). The formula for 
availability is given in (5) [25], [27]. 

𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦% = ( 
𝑃𝑆

2𝑃𝑆−𝑃𝑅
) 𝑋 100                        (5) 

Where:𝑃𝑅 Number of packages received, and  𝑃𝑆  total number of packets sent. 

2.2.6. Sensor Measurement Accuracy 
The accuracies of the sensors are studied to establish how far away the volume measurements of water 
taken using an ultrasonic sensor differ from the volume measurements taken using the reference sensor. 
In the current research, the Roots-Mean-Squares-Error (RMSE) approaches are applied in evaluating the 
extent of the deviation of water level measurements from those taken using the reference sensor. [28]. 
Lower RMSE indicates lower deviation of the sensor readings from the actual value, hence high accuracy 
of the sensors. The RMSE calculation is done using equation (6) [28]. 
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RMSE =√
∑ 𝑒𝑖

2𝑛
𝑖=1

𝑛
                        (6) 

Where 𝑒𝑖 is the difference between actual and measured value, and n is the number of observations/ 

measurements. 
3. EXPERIMENT RESULTS AND ANALYSIS 
This part gives the experimental results of the ESP32-based IoT water monitoring system and discusses 
its performance under different data transmission scenarios. The analysis will focus on the performance 
parameters explained above, thus allowing the effect of the transmission frequency of messages on the 
communication process to be studied. Four experiments will be carried out in order to measure the 
average delay, average throughput, average packet-loss-ratio (PLR), availability, and average packet-
delivery-ratio (PDR) of the system and its reliability behavior. MQTT will be used as the communication 
protocol for the four transmission frequencies of 1, 2, 5, and 10 Hz. 
As far as the experiment is concerned, Node-RED works as the subscriber in this case and this device is 
connected through a wired LAN connection to the network from the personal computer. The MQTT 
broker as well as the publisher created using NodeMCU with ESP32 are working in this case on the same 
laptop and communicating through the Wi-Fi connection. The MQTT broker works as the middleware 
between the publisher and the subscriber and the QoS value of this device is set to 0 in this case. Here 
the transmission rate refers to the number of MQTT messages that are sent per second. 
Duration for each experiment is set to 60 seconds and the whole process will be carried out 30 times in 
order to gather measurement data needed for performance evaluation. Wireshark software tool will be 
used for capturing network traffic that occurs during the experiments. Measurement data gathered is 
then used to analyze behavior of the proposed system at different data rates. Results obtained from 
each experiment together with their analysis are provided in the subsequent sections: 
3.1. Approach 1: Evaluation MQTT Communication Latency 
First test aims at measuring the communication delay that results when MQTT messages are transferred 
via the architecture of IoT. Three unidirectional communication channels are measured; these include 
the communication channel between the NodeMCU (ESP32) and the MQTT broker, the broker to Node-
RED communication channel, and the direct NodeMCU to Node-RED communication channel. The delays 
experienced by these communication channels depending on different transmission rates are shown in 
Figure 4. Based on the experimental findings, communication latency changes according to the chosen 
transmission frequency. With the increase in the rate of the message from 1Hz to 10Hz, it has been 
seen that there is a decreasing trend in the recorded latency. Though the transmission frequency 
increases the chances of generating and publishing messages, it also causes an increase in the 
communication latency. These findings are in line with those presented in [23] regarding the impact of 
increased data transmission rate on latency. The comparison of the system proposed in this study with 
the one tested in [23] shows that our prototype has a reduced latency while operating at 1, 2, and 5 Hz. 
From these findings, it can be concluded that the speed of message generation has a direct impact on 
the latency of the communication process in the system under consideration. Therefore, choosing the 
correct frequency of transmission is very important for achieving the required compromise in terms of 
communication performance. 

 
Figure 4. Latency of MQTT Communication with Different Message Transmission Rates 

 
3.2.  Approach 2: Evaluation MQTT Data transfer Throughput 
This paper explores the connection between the rate of message transmission and the corresponding 
throughput achieved. Figure 5 below illustrate that the throughput of the proposed system is achieved at 
a transmission rate of 10Hz for both communication channels. From these experiments, it is clear that 
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increasing the message transmission rate will increase the amount of data sent within the same period 
of time. 

 
Figure 5. Throughput Performance of MQTT Communication Under Different Transmission Rates 

The transmission frequency refers to the number of data messages formed in one second, and hence an 
increase in the transmission frequency will result in a higher amount of data transmitted in the same 
observation period. Throughput is defined using Eq. (2) and is proportional to the quantity of 
information transmitted and the duration to transmit the same. In this current experiment, the time 
period of the transmission process for all rates is kept constant at 60 seconds. This means that any 
changes in throughput are caused mainly by the change in the data transmission rate since a higher 
transmission frequency results in more data being generated and transmitted in the same time. 

 
3.3.  Approach 3: Evaluation of Packet Delivery and Communication Availability  
The third experiment studies the reliability of message delivery from the publisher side to the subscriber 
side based on different transmission rates. This experiment evaluates the following three parameters: 
availability, packet delivery ratio (PDR), and packet loss ratio (PLR). The results of the experiments 
performed at 1, 2, 5, and 10 Hz are listed in Table 1. The analysis of the results reveals that there is a 
direct correlation between the rate of message creation and the effectiveness of packet delivery. Thus, 
raising the value from 1 Hz to 10 Hz, one gets PLR growth, while both PDR and availability decrease. 
This tendency may be explained by the increased amount of packets transmitted per second, thus, 
raising the probability of losing packets during communication [23]. Additionally, the application of 
MQTT protocol with QoS level equals to zero does not guarantee delivery of packets to the receiver; 
therefore, it may result in failure of message delivery [29]. As a result, the combination of increased 
frequency of packet generation and particular QoS value leads to reduced PDR and availability. At the 
lowest rate of 1 Hz, the system achieves availability 98.53% and PDR 98.70%, which means PLR 1.30%. 

Table 1. Communication Reliability Metrics at Different Transmission Reliability 

Transmission Frequency 
(Hz) 

Packet Delivery 

Ratio (PDR) 
Packet Loss 
Ratio (PLR) 

Communication 

Availability  

1 98.70% 1.30% 98.53% 

2 95.21% 4.79% 95.42% 

5 88.60% 11.40% 87.68% 

10 76.42% 23.58% 79.41% 

3.4. Approach 4: Evaluation of Ultrasonic Sensor Measurement Accuracy 
The fourth experiment is aimed at estimating the measurement performance of the ultrasonic sensor 
under different frequencies of message transmissions. The results of measuring performance are 
presented in Figure 7 at several different frequencies. As is clear from the results, there is a tendency 
that RMSE grows with an increase in the transmission frequency. Since RMSE reflects the distance 
between the obtained values and the reference ones, the lower RMSE means the better approximation 
to the real values of water levels and, consequently, the higher accuracy of measurements [30], [31]. 
The best results are obtained with the use of 1 Hz frequency, where RMSE is equal to 0.62, and 
accuracy is 86.20%. Therefore, the increasing tendency of RMSE with growth of the transmission 
frequency shows that message transmission frequency significantly affects the performance of ultrasonic 
sensors in measurements. 
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Figure 6. Impact of Data Transmission Ratio on RMSE 

 
4. CONCLUSION 
Thus, this study presents an IoT-based prototype for water level monitoring using ESP32 platform 
designed to explore the effect of varying the message transmission frequency on the reliability of 
communication via MQTT protocol. The experiment took into account several communication and 
sensing parameters such as latency, throughput, PLR, PDR, availability, and accuracy of measurement. 
As a result, the obtained findings prove the fact that the selected message transmission frequency has a 
considerable impact on the behavior of the considered system. At the lower transmission rate, the 
system ensures a high communication reliability, achieving approximately 99 % in availability and PDR 
and maintaining a relatively low level of packet losses. 
Moreover, the experiment shows that the change in the message transmission frequency leads to 
different outcomes in terms of all considered performance parameters. An increase in the transmission 
rate improves the throughput of the communication system while the other reliability-related measures, 
namely availability, PDR, and sensor accuracy, decline. In addition, it was found out that the selected 
transmission rate influences the latency of the process of communication through MQTT protocol. 
Consequently, it is necessary to select the proper transmission rate in order to meet the requirements of 
IoT monitoring applications in terms of reliability and timeliness of data delivery. 
In turn, as a possible way for extending the considered system, it is necessary to implement several 
additional sensors and test the performance of the system in large-scale environments. Moreover, 
further research should take into account various environmental conditions and data traffic loads. 
 
Future Work: 
Future work would focus on improving the proposed architecture of water-level monitoring using IoT by 
intelligent and adaptive methods. For example, AI-based learning algorithms can be used applied to 
process the water-level measurements, detect anomalies in them and predict potential dangerous 
changes in the water level. Also, an adaptive communication scheme may be developed to adjust the 
rate of MQTT message transmission depending on detected water-level changes, the state of the 
network and application needs. This way it would be possible to reduce superfluous communication and 
still have timely monitoring data delivery. Moreover, more work can be done on developing light-edge 
intelligence solutions for the ESP32 class devices that should be taken into consideration due to their 
limited computational and energy capabilities. Usage of different types of heterogeneous sensors can 
give additional information about the environment and help in the detection of events. One possible idea 
is development of a flood warning predictive system that would use current sensor data, historical data 
and machine learning for prediction. Finally, the proposed solution can be tested with many nodes and 
different conditions. 
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